


Cyberspace: -
- global reach of ubiquitous networks -
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Cyberspace:
- fast connection speeds
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- lack of largely accepted norms and
principles
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Traditional approach to security was to
and on a protecting the

most valuable enterprise assets.
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* Threats are rapidly multiplying,
originating across enterprise walls and
taking new forms

- persistent probing,

- malicious codes,

- software vulnerability exploits,
- denial of service attacks, etc
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[ www.icij.org/project

+ SWISS LEAKS COUNTRIES PEOPLE STORIES ABOUT

SWISS LEAKS

The leaked HSBC files offer a rare glimpse inside one
of the world’s most private banking systems.

More than $1l]ﬂhlllmn irom 106,000 clients of 203 countries.

Explore countries, people and stories.

§07; amounts from 2006-07. Learn more. SENDATIP RECEIVE NEWS DONATE SHARE




HACKERS RECENTLY LEAKED /53 MILLION ADOBE. USER
EMAILS, ENCRYPTED PASSWORDS, AND PASSWORD HINTS.,

ADOBE ENCRYPTED THE PASSWORDS IMPROPERLY, MISUSING
BLOCK-MODE 3DES. THE RESULT IS SOMETHING WONDERFUL:

WITH YOUR OWN HAND You
HAVE DONE ALL THIS

SEXY EARLOBES
BEST TOS EPISOPE

SUGARLAND
NAME + JERSEY #
ALPHA

0BVIOUS
MICHAEL JACKSON

HE DID THE MASH, HE DI THE
PURLDINED

2ira™ = e =

S THE GREATEST CROSGLIORD PUZZLE
IN THE HISTORY OF THE WORLD













No. 636,272, ' | Patented Nov. 7, 1899.
| W. D. MIDDLEBROOK. :

MACHINE FOR MAKING WIRE PAPER CLIPS.

(Application filed Apr. 27, 1888,
{No Model.) _ 2 Sheets—Sheet 2,
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Corporate interests

ATTUHN EY$



0p)
)
0p)
QU
—
Q
e
c
oy
—
(qv)
Q
oy
e
M
@
al




Hacktivism










GG SIE how to hack a cﬂmguter remntelx

Web Videos Images News Maps More « Search tools

About 720,000 results (0.58 seconds)

are - screenconnect.com ®

www.screenconnect.com/ =
Support and Access Remote Computers - Start Your Free Trnal Now

How to hack remote computer using IP Address | HackTweaks
www_hackiweaks.com/how-to-hack-remote-computer-using-ip-address/ -
Again this is IP based and this is possible only when your friend's computer is online. If
it is off or not connected to intermet then remote |IP hacking is totally

How to remotely Hacking into Another Computer Without ...
www youtube com/watch?v=JUFdFkas-tA ~

Oct 31, 2012 - Uploaded by WARCRYzeeH4CK3R

Hello everyone, in this video 1'll be teaching you how to Trace
someone and a remote access trick that 1s ...

3 Ways to Hack a Computer - wikiHow

www wikihow.com » ___» Internet » Internet Security -
1 omputer is a useful and. at times, an important skill to pi . Below are

... Three Methods:Hacking Log-InsRemote HacksHacking WiFi. Hacking a ...
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C' & https//hackerslistcom

ACKERSYLIST

¥ + K f

Find Hackers Bid Projects How It Works FAQ

Find professional hackers for hire

People need professional hackers for hire. So, we connect people who need
professional hackers to professional hackers for hire around the world. Safe, fast
and secure Learn how it works.

Browse OR RESFETR{Es

- Hirethe-RIGHT hacker.



WHY WOULD THEY ATTACK US?




* Business plans, including merger or
acquisition strategies, bids, etc.

Trading algorithms

Contracts with customers, suppliers,
distributors, joint venture partners, etc.

Employee log-in credentials

Information about company facilities,
including plant and equipment designs,
maps, and future plans

Product designs

Information about key business
processes

Source code

* Lists of employees, customers,
contractors, and suppliers

e Client data

COPYRIGHT © 2015 ALCATEL—LBL%CENT. ALL RIGHTS RESERVED.

Source: Internet Security Alliance.






“The majority of our analysis of data breach
investigations -- 76% -- revealed that the third
party responsible for system support,
development and/or maintenance

introduced the security deficiencies exploited
by attackers.”
- Trustware Global Security Report




Top 5 ‘admin’ user passwords:
1. “admin”

2. “123456”

3. “mysoul16”
4. “1234”

5. “password”




PASSWORD FATIGUE




Top 25 most hacked passwords:

123456 (Unchanged)
password (Unchanged)
12345 (Up 17)
12345678 (Down 1)
qwerty (Down 1)
123456789 (Unchanged)
1234 (Up 9)

baseball (New)
dragon (New)

10 football (New)

11. 1234567 (Down 4)

O PN NU W

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.

monkey (Up 5)
letmein (Up 1)
abc123 (Down 9)
111111 (Down 8)
mustang (New)
access (New)
Shadow (Unchanged)
master (New)
michael (New)
superman (New)
696969 (New)
123123 (Down 12)
batman (New)
trustnol (Down 1)



F SOMEONE. STEALS MY LAPTOP WHILE I'M
LOGGED N, THEY CAN READ MY EMAIL, TRKE MY
MONEY, AND [MPERSONATE. ME TO MY FRIENDS,

BUT AT LEAST THEY CANT NSTALL
DRIVERS WITHOUT MY PERMISSION.




key factor in 92 % of industrial espionage attacks
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“a super computer in your pocket”

HUH? T ALWAYS THOUGHT THE | HOW? YOURE ON | | SHOULD THE (CORD BE

CLoUD wihs A HUGE, AMDRPHOUS | A CPBLE MODEM. | | STRETCHED ACRDSS

NETWORK. OF SERVERS SOMEWHERE. j THE ROOM LIKE THIS?
v/ WERES ALOT

OF CoURE. IT

YEPH, BUT EVERYONE GBS Hos TO REACH

o

SERVER TIME FROI EVERONE. | THE SERVER,
ELSE. INTHE END, THEYRE

WHAT IF SOMEDNE TRIFS ON IT7

WHO WOULD WANT TO D@ THAT?
IT SOUNDS UMPLERSANT.

UH. SOMETMES PEORLE l
DO STUFF BY ACCIDENT.

I DONT THINK
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Vendor and Supply chain
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“SPNDEPENDENT

Londoners agree to give up first-born child in exchange for free internet

Experiment with 'Herod clause' exposed lax security with open wi-fi networks
Lizzie Dearden

Tuesday, 30 September 2014

Londoners agreed to give away their first-born child in exchange for free wi-fi in an experiment exposing an "“utter disregard” for security by smartphone users.







* 1992 - OECD: “Guidelines for the Security of
Information Systems”, revised in 2002 & December
2014

* 2001 - Council of Europe - Convention on
Cybercrime (“Budapest Convention”)

* 2008 - OECD: “Recommendation on the Protection of
Critical Information Infrastructures”, revised in 2013

* UN through ITU (193 member states):
- 2010 Global Security Agenda
- 2011 ITU National Cybersecurity Guide
- 2014 Global Cyber Security Index




Typically covers five main areas:

* Legal Measures

* Technical Measures

* Organizational Measures
* Capacity Building

* National and International Cooperation




1. EU Cybersecurity Strategy

2. Draft EU Network and Information Security (NIS)
Directive




— achieve European cyber resilience
— drastically reduce European cybercrime

- develop common European cyber defense policies and
resources

— establish a coherent European cyberspace policy and
promote core EU values

- EU competent authorities to cooperate, share information,
and coordinate responses

- 18 months implementation period through national laws (if

adopted)




* companies in“critical”sectors to adopt strict network
security standards and report “significant”
cybersecurity incidents

* broad section of industry sectors, including “non-
essential” services (e.g. YouTube)

* no clear distinction between targeted cybersecurity

incidents and other types of breaches

* Red Flag: breach reporting requirements are not
harmonized with existing and anticipated breach
reporting requirements under the EU E-Privacy
Directive and the proposed EU General Data Protection
Regulation!




- Market operators are to improve cybersecurity
frameworks

— Tougher sanctions

— Scrutiny from a cybersecurity watchdog




“to enhance the cybersecurity of critical

infrastructure in the US”




Framework for Improving Critical Infrastructure
Cybersecurity

(“NIST Framework”)
- voluntary

- based on existing standards, guidelines, and practices

- provides guidance for reducing cybersecurity risk

- for organizations within critical infrastructure sectors




* Federal Trade Commission

* Securities Exchange Commission

* Department of Justice
* US Congress
* State Attorneys General




Legislation introduced but not yet adopted:

- India
- Japan
- Singapore

- Thailand




* Intention to legislate on cybersecurity announced in
March 2015 but no draft is available yet.

* Cybersecurity implications of the draft antiterrorism
law and new banking rules: technology suppliers
required to hand over sensitive information such as
encryption keys or source code to Chinese regulators.




Data sovereignty and data localization

- Brazil

- Russia







- US: $5,850,000
-Germany: $4,740,000
- France: $4,190,000

-UK: $3,680,000
-Italy: $2,690,000




* Business continuity costs

* Investigation costs

* Contractual liability to business partners and to customers
* Notification costs

* Credit-monitoring services

* Identity restoration services

* Identity-theft insurance

* Regulatory costs

* Legal assistance

* Litigation costs







» Competitive disadvantage
* Loss of business
* Loss of business

* Reputational issues
* Loss containment
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Tort law




Define term “Privacy Laws” based on:

* data subjects

* type of personal data

* extra-territorial application of laws

* specific sectoral laws applicable




Determining factors:

* Where personal data will be processed
* Who will process personal data
» What personal data will be processed

« How personal data will be processed




* Categories of data

e Location of data

* Measures taken to protect data while at rest or
in motion

» Compliance to security standards




“More tears are shed over answered prayers

than unanswered ones.”

- Mother Teresa




* required by law or not

* deadlines for notifications

* co-operation post breach




Know your definitions:

Risk vs. vulnerability vs. event vs. threat vs. incident

e Full elimination of risk is often undesirable




* Intense focus by regulators
* Personal liability may be engaged

* Need to:
- get the right team in place

- prepare proactively

- know what is valuable and needs
protection

- allocate time at board meetings




Cyber Insurance:

- 32% of companies have it

- essentials: coverage, exclusions,
retentions/franchises, prerequisites,
annual review







* inventory databases with sensitive personal
information and other critical data

* understand how personal information flows
through the organization

» conduct ongoing risk assessments for internal and
external risk to the data

* involve the Board

* inventory of third party relationships

* inventory of compliance requirements

* develop a breach response procedure

* cyber insurance




* Restricting user installation of applications
(“whitelisting” as opposed to “blacklisting™)

* Ensuring that the operating system is patched with
current updates

* Ensuring that software applications have current
updates

* Restricting administrative privileges

* Boundary firewalls and internet gateways







Be cybersafe!
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